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ACTION SY-05 

INFO OCT-01 EUR-12 ISO-00 SYE-00 SSO-00 MCT-01 CIAE-00 
INR-07 NSAE-00 INRE-00 CCO-00 /026 W 

180916Z 119769/14 

O 180840Z APR 77 
FM AMCONSUL MUNICH 
TO SECSTATE WASHDC IMMEDIATE 8336 
INFO AMEMBASSY BONN IMMEDIATE 
USMISSION USBERLIN IMMEDIATE 
AMCONSUL BREMEN IMMEDIATE 
AMCONSUL DUSSELDORE IMMEDIATE 
AMCONSUL FRANKFURT IMMEDIATE 
AMCONSUL HAMBURG IMMEDIATE 
AMCONSUL STUTTGART IMMEDIATE 
EUCOM HDQTRS STUTTGART IMMEDIATE 

UNCLAS MUNICH 1089 

DEPARTMENT FOR A/SY COMMAND CENTER AND A/SY/EO; 

EUCOM EOR CCD, MAJOR EVANS; POSTS FOR SECURITY OFEICERS 

E.O. 11652: N/A 
TAGS: ASEC 

SUBJECT: TELEPHONE THREAT 

1. AT 0130 HOURS LOCAL TIME APRIL 17, MARINE GUARD ON DUTY 
AT CONSULATE GENERAL RECEIVED TELEPHONE CALL THREATENING 
TERRORIST ACTION. 

2. CONVERSATION BETWEEN MSG AND CALLER, A WOMAN SPEAKING GOOD 
ENGLISH WITH A SPANISH ACCENT, WAS AS FOLLOWS: 

MSG: AMERICAN CONSULATE GENERAL, MAY I HELP YOU? 

CALLER: NO, YOU CAN'T HELP ME, BUT I CAN HELP YOU. 
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MSG: HOW'S THAT? 

CALLER: MONDAY MORNING, MANY PEOPLE ARE GOING TO DIE. 
MSG: WHERE ARE MANY PEOPLE GOING TO DIE? 
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CALLER: AT YOUR HEADQUARTERS. 

MSG: WHICH HEADQUARTERS? BONN OR HERE? 

CALLER: NO, THE ONE HERE IN MUNICH. 

MSG: HOW MANY PEOPLE WILL DIE? 

CALLER: NO REPLY. 

MSG: ARE YOU SURE MANY PEOPLE WILL DIE? 

CALLER: YES, WE'RE SURE. 

MSG ATTEMPTED ELICIT EURTHER INEORMATION, BUT AETER LISTENING 
TO A EEW QUESTIONS, CALLER HUNG UP WITHOUT REPLYING. 

3. CALLER SEEMED VERY CALM AND SURE OE HERSELF. MSG ESTIMATES 
HER AGE BETWEEN 20 AND 30. THERE WERE NO BACKGROUND NOISES 
AUDIBLE DURING CONVERSATION AND WE ASSUME THIS PLUS REEERENCE 
TO "HERE IN MUNICH" INDICATES LOCAL CALL. 

4. AT PSO'S REQUEST MSG IMMEDIATELY NOTIEIED MP DESK AT 
U.S. ARMY MCGRAW KASERNE, MUNICH, OE SUBSTANCE OE PHONE 
CALL. 

5. SEARCH OE INTERIOR AND EXTERIOR OF CONSULATE GENERAL 
BUILDING WAS CONDUCTED WITH NEGATIVE RESULTS. 
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6. MUNICH POLICE, WHO WERE NOTIEIED BY PSO, BEGAN EXTRA 
SURVEILLANCE OE CONGEN BUILDING SUNDAY AETERNOON AND WILL 
DETAIL POLICEMAN TO CONGEN BOB MONDAY. WE PLAN ENEORCE STRICT 
SECURITY MEASURES EOR NEXT EEW DAYS. 

BETTS 
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NNN 


Margaret P. Grafeid Deciassified/Reieased US Department of State EO Systematic Review 22 May 2009 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channei indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 18-Apr-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: n/a 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 

Disposition Date: 01 -Jan-1 960 12:00:00 am 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977MUNICH01089 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Expiration: 

Film Number: D7701 33-0894 

Format: TEL 
From: MUNICH 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t19770447/aaaabomc.tel 

Line Count: 102 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 8f713aa3-c288-dd11-92da-001cc4696bcc 
Office: ACTION SY 

Original Classification: UNCLASSIFIED 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: n/a 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 24-Jan-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 2776112 
Secure: OPEN 
Status: NATIVE 

Subject: TELEPHONE THREAT 
TAGS: ASEC 
To: STATE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/8f71 3aa3-c288-dd1 1 -92da-001 cc4696bcc 
Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
22 May 2009 

Markings: Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 



